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What is XperienceED for Cisco Certified Support Technician?

CCl Learning's cutting-edge kinesthetic learning platform. It offers a variety of interactive learning
experiences that provide learners with opportunities for hands-on program application of new
concepts and real-world scenarios.

Why XperienceED for Cisco Certified Support Technician?

All courses are mapped to Certiport’s certifications — globally accepted, standard-based credentials
for validating the in-demand entry level skills employers are looking for.

Designed for Educators by Educators
Tools and Resources That Set You and Your Learners Up for Success

Instructor Resources Differentiated Learning Features Within Your LMS

- Course Syllabus - Inclusive to all learning styles - Create, organize & assign content
- Unit Plans - Resources to reinforce learning: - Auto-grading & Reporting

- Answer Keys - eBook - Track learner progress

- PowerPoint Slides - QuickDeck flashcards - Benchmark Assessments

- Warm-up and Extension Activities - QuickClip videos - Unit Objective Assessments

- Unplugged Activities and more - Immersive Reader built-in - Generate customized reports

LEARN MORE ! c
. For more information contact us:

E E 1-800-668-1669 | sales@ccilearning.com | www.ccilearning.com

CCl Learning
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CCST IT Support

Career Opportunities:

- IT Support Technician

- Help Desk Analyst

- Technical Support Specialist

- Desktop Support Technician

- Field Service Technician

- Customer Support Representative
- System Support Assistant

- Junior Systems Administrator

Gain Real-World IT Support Skills for Any Technical Environment

Prepare for the official Cisco Certified Support Technician — IT Support certification with this
essential course. Learners develop core IT skills in hardware, software, operating systems,
networking, and troubleshooting through practical, scenario-based learning. This course lays
the foundation for technology careers and prepares learners to pursue additional certifications
across the Cisco certification pathway.

Key Learning Outcomes

+ Hardware
CCST IT Support

Exam Objectives

- ldentify internal components, peripherals, and storage devices for desktops and laptops
+ Software

- Compare common application types. Understand software management and deployment
¢ Operating Systems

- Understand operating system functions, installation, interfaces, and system files
+ Connectivity

- Explain internet technologies, network types, wireless standards, and connection tools
+ Troubleshooting

- Follow a systematic troubleshooting process to identify and resolve common issues
+ Security

- Recognize common risks, security best practices, and data protection methods
+ Safety and Customer Service

- Follow safe work practices and apply effective communication in customer interactions

For Learners ]
- Develop practical IT support skills for academic, workplace, or help desk roles CC | I_ea FNiN g

- Earn an industry-recognized micro-credential aligned to Cisco certification pathways [GNITING P OSsIErE

For Educators

- Deliver a complete course aligned to the Cisco Certified Support Technician — IT Support exam
- Flexible instructor tools to support learners pursuing IT support and services careers Ccilearning,com


https://products.ccilearning.com/wp-content/uploads/2025/06/ITS-OD-303-Python-0225.pdf
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CCST Networking

Career Opportunities:

- Network Technician

- Junior Network Administrator

- Network Support Specialist

- IT Support Technician

- Infrastructure Support Analyst

- Network Installer

- Technical Support Specialist

- Network Operations Center (NOC) Technician

Learn Networking Essentials for Today’s Connected World

Prepare for the official Cisco Certified Support Technician — Networking certification with this
essential course. Learners gain hands-on experience configuring, monitoring, and troubleshooting
wired and wireless networks. The course introduces key concepts in routing, switching, IP
addressing, network services, and security fundamentals, building foundational skills for academic
and workplace success and serving as a pathway to advanced Cisco certifications.

Key Learning Outcomes
+ Networking Standards and Concepts
- Explain common protocols and models, network topologies, and physical/logical configurations CCST Networking
+ Addressing and Subnet Formats Exam Objectives
- Understand IP addressing, classes, and subnetting. Configure |IP addresses and resolve errors
+ Endpoints and Media Types
- ldentify cables, devices, and ports. Set up end-user devices and support physical connectivity
+ Routing and Switching
- Explain the role of routers and switches. Use ARP tables, MAC tables, and static routes
+ Networking Services
- Understand DNS, DHCP, NAT, VPN, and other common network services
+ Networking Security Fundamentals
- Recognize basic security concepts, threats, and tools that protect network environments
+ Network Troubleshooting
- Follow a structured process to diaghose and resolve common connectivity and
configuration issues

For Learners

- Develop job-ready networking skills for academic and entry-level tech opportunities CC | I_ea FNiN g
- Earn an industry-recognized micro-credential aligned to Cisco certification pathways [GNITING P OSsIErE

For Educators

- Deliver a complete course aligned to the Cisco Certified Support Technician — Networking exam
- Flexible instructor tools to support learners pursuing IT infrastructure careers Ccilearning,com


https://products.ccilearning.com/wp-content/uploads/2025/06/ITS-OD-303-Python-0225.pdf
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CCST Cybersecurity

Career Opportunities:

- Cybersecurity Support Technician

- Security Operations Center (SOC) Analyst
- Network Security Specialist

- IT Support Analyst

- Vulnerability Analyst

- Threat Intelligence Technician

- Junior Penetration Tester

- Information Security Technician

Build Foundational Cybersecurity Skills to Protect Digital Environments

Prepare for the official Cisco Certified Support Technician — Cybersecurity certification with

this essential course. Learners explore security principles, threat types, and common attack
vectors while building practical knowledge of access control, device hardening, network security,
and monitoring tools. This course develops foundational skills for identifying and mitigating
cybersecurity risks and sets the stage for more advanced Cisco and industry certifications.

Key Learning Outcomes
CCST Cybersecurity

+ Essential Security Principles R
Exam Objectives

- Understand confidentiality, integrity, availability (CIA), and authentication models
¢ Access Control Concepts
- Apply account types, permissions, and password policies. Use multifactor authentication
+ Network Security Fundamentals
- Recognize common devices and ports. Implement firewalls and apply network segmentation
+ Endpoint Security Concepts
- Secure local devices with antivirus, software updates, and configuration controls
+ Vulnerabilities and Threat Detection
- ldentify malware, ransomware, phishing, and other threats. Perform basic risk assessment
* Security Monitoring and Reporting

- Monitor network activity, use log files, and report incidents using proper channels

For Learners

- Develop job-ready cybersecurity skills to identify, prevent, and respond to security threats

CCl Learning

IGNITING POSSIBILITIES

- Earn an industry-recognized micro-credential aligned to Cisco certification pathways

For Educators

- Deliver a complete course aligned to the Cisco Certified Support Technician — Cybersecurity exam
- Flexible instructor tools to support learners pursuing careers in IT security
ccilearning.com


https://products.ccilearning.com/wp-content/uploads/2025/06/ITS-OD-303-Python-0225.pdf

